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2019 US Breaches by Sector
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UK Healthcare breaches ico.
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2019 US Healthcare Breaches

‘ = Email
m Unauthorized access
m Phishing

“ Ransomware
= Accident
m Misconfiguration
“ Insider
= Physical
“ Malware
Formjack
“ Insider at third party
m Stolen creds
® Access stolen from third party
® Third-party compromised
® Unknown
= Web hack




2019 Oz Healthcare Breaches

Brute force
3%

Ransomware
22%

Phishing
(compromised
credentials)
46%

Malware
13%

Compromised or
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(method unknown)
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Healthcare top again with
22% of all breaches

Phishing and use of
compromised credentials
account for majority of
breaches

Email inboxes contain
sensitive personal data

54% of breaches were due to

criminal and malicious activity




‘Amateurs hack systems,
professionals hack
people”

.

- Bruce Schneier



2019 Access Attacks Broken Down
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Credential Stuffing
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Threat Actors using COVID-19
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@ Various Bots and Bot Services for Hire

SICARTACES

BOTNET SETUP SERVICE

LEARN MORE Vv

WHAT IS A

BCTINET?

A botnet 1 3 lopcal collection of compromsed miernet -connected devices such computers, smartphooes of loT devices each of voch
compuotnmed device, koown s 3 "bot” 1 created whes u device s pescuated by wilware
from 3 malware (mabciows softwase) distmibution.
The cantrolier of & botmet i able 10 direct the sctivities of these compronused computesy
Memng cryptocumrencies can be a costly mvestment, but creative cybercrimunals have found a money-making solution.

HACKING WEB SERVER
(VPS OR HOSTING)

SETTING UP KEYLOGGER

DDOS (PRICES MAY VARY)

HACKING PERSONAL COMPUTER
HACKING CELL PHONES

EMAIL HACKING

SOCIAL MEDIA ACCOUNT HACKING

CHANGE SCHOOL GRADES
FUD RANSOMWARE + DECRYPTER

0.034 - 0.0449,0.47
0.0263

0.0534, 0.078 - 0.39
0.0364, 0.044 - 0.55
0.047 - 0.093

0.078 - 0.12
0.0352, 0.054 - 0.11
0.19-0.58

12M0/0.14
6 M0/ 0.076
1M0/0.019

$220 - $500, $3,000

$170

$350, $500 - §2,500
$280, $500 - $3,500
$300 - $600

$500 - $800

$230, $350 - §700
$1,200 - §3,750

12 M0 / §900
6 MO / $490
1 MO/ $120



Top Targeted Ports Q4 2019

Global Count
MS SMB: 445 129,693,957
RFB / VNC: 5900 31,640,282
SSH: 22 19,385,768
HTTP: 80 14,204,715
HTTPS: 443 13,216,693
SMTP: 25 10,249,603
Telnet: 23 8,505,596
MS RDP: 3389 5,786,490
ICB/ SWX: 7326 3,943,544
MS CRM: 5555 1,585,907




injection.

wystem to use.

ind contact Service

Send $I00 warth of bitcoin 10 this address
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to the operations manual or the internet at:
http:/iwww.radiology.bayer.com

WannaCry

Wormed ransomware able
to spread to connected

devices

Bayer MedRad device
used to assist in MRI

scans

Radiography, mobile X-ray
and mammography
products from Siemens

Healthineers



It’s not about you, it’s how you look.
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Bad Bots

Routers, IoT, Smart TVs, IP cameras

Shifting to multi-
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Bots by Industry
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CAPTCHA

Type the two words:




Automated CAPTCHA Solvers
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after easy

Architecture Changes Driven Attacks go
by Pandemic Response targets

Rapid increase of remote access RDP (port 3389) exposure publicly up 41%

MFA is being disabled
VPN exposure publicly up 33%

Rapid expansion of

remote access while

decreasing security
controls



Lancs NHS Trust
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« Rapidly increase remote working
« Consolidated access to all applications

« Streamlined user experience
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F5 Code to customer
END TO END APPLICATION SERVICES
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firewall bot protection management & orchestration fraud protection including IPS



Simplifying application access
CONTEXT-AWARE POLICIES ENFORCE CONDITIONAL APP ACCESS

ACCESS ALL APPS SIMPLIFY AND SECURE
Federation for SaaS, cloud SSO decrease number of passwords
(laaS), and on-premises, and @ Improving the user experience
custom apps
Azure AD On-premises & custom apps
K\ Kerberos-Based ,Z
SaasS apps &)— app | SAPHANA
Goosy o) ) JE .
Header-Based /2 )
~99s i i | USERNAME | ®_' app Oracle PeopleSoft

= —

Cloud-based apps § SAML Q_' app Line of Business
%
2R LT L IDENTITY AWARE PROXY ounione ) . | 8PP | Custom Apps

—

Conditional Access: Client and
device and app context, MFA



Has your credentials been compromised?
THE AVERAGE PERSON USES THE SAME CREDENTIALS FOR 4 ACCOUNTS

BlackFish
Subscription service to validate if userlD/password

(hashed/encoded values) are known to be comprised
Can integrate with remote access solutions such as F5 APM

Can integrate using APIs to non F5 security devices
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Who, What, Why — Protect your apps!

WEB APPLICATION FIREWALL AND SHAPE
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Protecting application code from attacks Protectmg appllcatlon Ioglc from fraud



F5 Technology to Support Front line Services

HEALTHCARE, NON-PROFIT AND EDUCATION SERVICES

FREE SOFTWARE AND SERVICES TO
HELP THOSE ON THE FRONT LINES

Healthcare, nonprofit, and educational organizations
are taking heroic steps to keep us safe during this
global crisis. We want to help keep them safe from
security and technology challenges so they can stay
focused on doing their essential work.

If you're in the healthcare, nonprofit, or educational
sectors contact us for more details.

* Case by case basis

33 1 ©2020 F5

Keep applications secure

Make sure applications used by remote employees or learn-
from-home students are secure with a six-month free trial of
Essential App Protect.

Scale quickly in the cloud

If you're having difficulty keeping up with increased app
demand, enable load management in the cloud with up to six
months of free BIG-IP Virtual Edition solutions on AWS and up
to three months free on Microsoft Azure.

Guard against cyberattacks

Protect your remote students or nonprofit, healthcare, and
governmental workforce from targeted cyberattacks with free
managed security services from Silverline. &

Handle increased demand

With exponentially more employees, students, and community
partners needing to access your website, scale with one free
year of NGINX Plus.

Protect access to apps and data

Keep employees productive and secure with a free 45-day
BIG-IP trial, including Access Policy Manger (APM), or a 45-day
capacity upgrade to APM. This offer is for nonprofit customers
only.

Get up to speed, fast

You're under pressure to set up secure, remote access ASAP.
We’'re here to help. Get free guidance from F5 Professional
Services for all BIG-IP APM products, plus free training and
learning resources. ¥



Online Technical And Response Services

HTTPS://WWW.F5.COM/BUSINESS-CONTINUITY#RESOURCES

2’)/ dev/central Toeics QuESTIONS ARTICLES CODE RESOURCES ABOUT

3COvMINTY

@ SOLUTIONS PRODUCTS CUSTOMERS SERVICES COMMUNTY PARTNERS COMPANY HNe l_(

Security Incident Response Team

F5 Supporting Our Technical Community During the [SlRT] _ ..
COVID-19 Outbreak

Our sacurity soam, roady 0 heip whon you nead us.

Updated 1 manth sgo Onginafy posted March 13, 2020 by Chase Abbott @ F5

e - ' Are you undar astack? For immadiate help, call (B88) 882.7335 or
Topes in ths Aracs v ’ v Y, " +1(B00) 1275435
Qur community nealth Is always a top priority. That priority extends to ail of you who support each otha Contact FS SIRT

every day here at DevCentral. We're a global communty and we Know marny of you are directly affected

Ly the COVID-19 pandemic and we want 1o help

2 NOW requins

Many of us 3 d to work from home, and for some of us that's hant to do. The 1ast thing we

want you Lo worry about is technical [ssues. Speaking with several of you and talking 1o supgaet and our

teams out in the field answering your gquestions, we're busy gathering teernt that will belp us all during

this trying tima

Our Support During the Outbreak SIRT BENEFITS

MITIGATE ATTACKS L ' BLOCK UNAUTHORIZED ACCESS

F5 Support §

AskFS K70811681: FS response ta the globnl impact of coronavirus

thsnad ther policy No matter how well you protoct against sccurity

March 4th and our ablity 19 supr unaffected, We strive to meet our stringent business breaches, you also need a plan in place for when Migate attacks mecn PEECintly with FS globa suppae Rlark nnultanzad acoass 16 syahens ard dati
continuity management plans to provide you with the sendce you've come to expect from FS even dumng At rapy {iough, Whoncsacurity Inciconts

occur, F5 SIRT will be there to belp you
events ke this,

8 ) | PROTECT YOUR BUSINESS RECOVER QUICKLY

Troubleshooting and Suppart for F5 Remote Access Solutions

Finding cut the mits of your configuration or icense duting unplanned global isdues S stressiul to say

*
tartac resulving these issums s compiied the befow s Not just during Covid-19, available with any active support contract

the least. To belp you roubleshoot and ge

nasad on your queshons.

« AskFS K21883200: Ermnerging issues you may experience during the COVID-19 outbreak

g sowce af top
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Compiled from the neaming support cals received, this will be your best angor


https://www.f5.com/business-continuity#resources

Thank You



